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Good morning ladies and gentlemen it’s a pleasure to be here and to have
the chance to contextualise business continuity and disaster recovery plans
and some other plans as well.
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Agenda

What Is Business Continuity Management (BCM)?
Elements Of Business Recovery

What Have We Learnt?

Risk and Recovery

How It All Fits Together

Wl Your Plans Work?

A Cautionary Note

I’m going to very briefly talk about what business continuity management
isand look at the elements of recovery. Normally | would spend a bit of
time looking at some international incidents because we can learn so much
from those but I’ m just going to talk about some of the lessons that have
been learnt. We® have alittle bit about risk and recovery and how it al fits
together. It®@important to consider whether your plans will work and we'll
finish with a cautionary note.
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Is This Your Plan?

Our Disaster Recovery Plan
Goes Something Like This...

DILBERT

By Scom Adaims

Now | hope this doesn’t resonate with many of you. | hope that you have
plans somewhat more comprehensive than poor Dilbert.
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BCM Professional Institutes

BUSINESS CONTINUITY INSTITUTE

DISASTER RECOVERY INSTITUTE INTERNATIONAL

The BCM as adiscipline is probably certified by two organisations
internationally; the Business Continuity Institute of which | am a member
and Disaster Recovery Institute International. It's not an easy professionin
which to be certified. With BCI you do it through experience and referee
checking and so on, with DRI it’ s through an exam and experience as well.
| just want to make the point that if you see somebody who is certified by
either organisation you do know that they have a wealth of experiencein
the industry.
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What is Business Continuity Management

Business Continuity Management is a holistic
management process that identifies potential impacts
that threaten an organisation and provides a framework
for building resilience and the capability for an effective
response which safeguards the interests of its key
stakeholders, reputation, brand and value creating

activities. suwss PAS 56:2008 Guide 1o Business Centirwity Menagerert

Business Continuity Management (BCM) as defined by the BCI and DRI |
(both share this definition) isreally about enabling the business to continue
to deliver what it must deliver, no matter what. For cultural institutionsitis
largely their reputation that is the key element and perhaps a so their
responsibility too.
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What is Business Continuity Management

Business Continuity Management (BCM) is an integral
part of corporate governance, but it should be
undertaken because it adds value rather than because

of governance or regulatory considerations.

Source: Business Cc Bisi ty Managen

Interestingly, BCM, properly done, does give great valueto an
organisation. When you do BCM, you look at the businessin a holistic
sense, you drill down through the organisation determining what really
mattersto it so you often find that you streamline your business. That’s one
aspect, the other is that you will aso often improve your risk prevention
but again in aholistic sense. It’simportant to note as we go through that
when I’ m talking about Business Continuity (BC) and risk asit’s applied
there, we are talking about risk asit appliesto the mission critical activities
of an organisation not risk inits entirety. That is also another critical pillar
of corporate governance
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The BCM Cycle

Building and Embedding %, /" Develop and implement 1
£ BCM Cullure %“wuﬁ i HCM Response

BCM isacycle and once you' re on that wheel you stay on it. It’ s really important
to appreciate that thisis not something you do once, create a plan and then put it
on the shelf. It's not even something that you do once and then run scenarios
against and then keep putting back on the shelf. Y ou are constantly working to
improve it; you' re constantly working to build culture in your organisation to be
ableto respond to an incident if and when it occurs. If your organisation changes
in any way, you bring in new processes, you bring in new structures, you
amalgamate with other organisations, one of the first things you should do isto
examine your business continuity plans and seeif thereis any impact and what
changes need to be made. The process normally starts with defining those
activities and looking at strategies and strategies, I'm afraid, often develop into
projects and the need to spend money. If you find your IT plans don't match your
requirements for example, then inevitably your going to have to spend money to
bring them up to the level you require.
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Business Survival

WHAT IS ESSENTIAL —WHAT ARE THE
MISSION CRITICAL ACTIMITIES (MCAs)?

So, we arereally only talking here, in business continuity terms, about the
mission critical activities. That may be avery small subset of your business
by the way and that could well be true for cultural institutions wherein
broad terms preservation of your collectionsis your chief requirement. If
you can't exhibit them, if you can’t have groups coming through, that may
not be amission critical activity. You really need to define some of these
things first.
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Elements of Business Recovery

Incident Management
Evacuation
Emergency Management
Crisis Management
Disaster Declaration
Business Continuity Management
Recovery Strategy
Recovery Teams and Procedures
Line Management

I’'m going to try to start to show where the different plans fit together. If we look
at the elements of business recovery, we firstly have incident management. Most
organisations will have evacuation plans and you may have varying levels of
emergency management plans. They may be quite comprehensive, they may be
quite scratchy but you will have something at that level that has as its primary goa
the protection of people. The next level which is now quite often rolled into the
business continuity plan for the command team (and I’ talk a bit later about that)
is crisis management. That's where the disaster is declared. We then we move into
the actual business continuity plans, not the actual management, but the plans
which talk about the recovery strategy; what are the teams and procedure that
we're going to apply. As an incident unfolds you move from crisis to recovery and
then ultimately back to line management again. It may not be your full line
management teams in the first instance but ultimately that’s what you' re moving
towards. Eventually you get back to what may never be “business as usual” but it
may be a new norm that you arrive at.
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Learn From Others

The range and severity of threats is increasing

People issues are paramount:
rotate personnel through key positions
Implement succession planning
Implement effective knomedge management

Establish geographically dispersed standby sites

Effective and timely communication is critical

So, what should we be aware of in developing our plans? These are just some key
points that have been taken from a number of incidents. Part of my business
involves mein researching incidents as they occur and trying to work out what
lessons can be learned so as to harden and strengthen and improve everybody’ s
plans. We know that the range and severity of threatsisincreasing, in particular,
climate conditions are going to get more severe; we know that’ s absolutely true.
Whatever the cause of global warming, it's happening and whatever the cause of
the climate changes, they’ re happening. We will not be immune from those.
People issues are paramount and, | have to say, the only silver lining that | can see
in the whole threat of a pandemic isthat it's clearly put the focus back on the
people issues. For the last five years, globally, people issues have been the largest
single category of business continuity incidents that have been reported. By
people issues, I'm also taking in things like knowledge management, succession
planning, cross skilling, all of those aspects that you should be doing to protect
yourselves. Knowledge management is something that is sadly overlooked by
many organisations and, particularly were we to have a pandemic, the ability to
manage your knowledge well, to be able to pass that on to people with relatively
little experience will make the difference between organisations that survive and
those that don’t.

Geographically dispersed stand-by sites have become quite normal for




organisations that have critical issues. You'll find that the major banks will now
often have stand-by sitesin an aternate state where they used to be in reasonably
close proximity to their head offices.

Effective and timely communication is absolutely critical to surviving any
incident and that’ s all levels of communication, communication to your people,
communication to stakeholders and communication to the media. Consistency of
the messages is also absolutely critical.
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Learn From Others

Proximity risks are critical to effective planning
Qutsourcing does not remove the risk

Economic drivers will cause disruption to services - eg
power

Response of emergency management agencies will
become increasingly risk averse

Y ou will be affected by your neighbour. If you don’t think that’ s true, just go on
the web and have alook at the outfall from the Bunsfield firein the UK, last
December. That was Europe’ s biggest peacetime explosion. There are till
businesses that cannot occupy their premises within some considerable distance
from Bunsfield itself. Y ou will definitely be affected by your neighbours.
Outsourcing doesn’t remove the risk. A lot of organisations these days outsource a
number of things, particularly IT, but other services aswell. Outsourcing them
doesn't relieve you of therisk or of the responsibility, it changes the nature of it
but you still own that risk.

Economic drivers will create problemsfor al of us. If you look at the power
industry, go back to when it was al state owned, there used to be a considerable
program of preventative maintenance. Nowadays most power organisations do
breakdown maintenance. That's exactly what the name suggests; if it breaks, they
fix it. There really isn’t the money in the industry (or so we're led to believe) to
conduct preventative maintenance. It’s exactly the same with telecommunications.
There'sno returnto aTelco in providing alot of redundant capacity in the mobile
network and that’s why one of the first networks to fail when we have an incident
is the mobile network. If your plansrely on the mobile network, you are seriously
exposed.

The response of emergency management agenciesis certainly going to increase.
We saw that in London and we seeit every timethere is an incident now. Where
the police might have closed off one block in the past, they’ Il now close off four
because they can be that much surer that they will protect people. Part of thisis
our litigious society but part of it is genuinely trying to protect peoplein an
uncertain world. So, expect that you will have larger and larger exclusion zones
and perhaps more draconian approaches.
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Learn From Others

Endeavour to have multiple suppliers for all critical
resources including utilities

Bad or untested plans can be more dangerous than no
plans — Exercise, Exercise, Exercisell!

You will never think of everything —for BCM consider
incident outcomes

Build Business Resilience

Y ou should look to protect yourselves in terms of your supply line, both supplies
to you and whatever you supply to others. Y ou don’'t want to have asingle
supplier for critical resources. A lot of organisations do but again, in a pandemic,
that may be amajor issue. If you are faced with the situation where you don’t have
any choice, go to your supplier, ask them what they can do to protect themselves
and to protect you in the event of anincident.

Critically though, if you haven't tested your plan, you really don’t know if you've
got aplan at al. | would stress that the most important thing to do if you have a
plan isto keep running exercises. Y ou can run them as small teams or you can run
them with whole organisations. Y ou should do actual simulations where you're
carrying out evacuations, however just doing frequent desk-top scenarios, over
lunch perhaps, is of value because apart from finding faults and gaps in your plans
you're also developing culture and providing training to your people. Ultimately
that's what will carry you through a disaster and not what’ s written on a piece of
paper.

Y ou're never going to think of everything so, in business continuity terms, we
typically think of incident outcomes. If you®e outside the building, in business
continuity terms, you don't realy care why you' re outside the building. Y our
disaster plans which look after the collections are a different thing they will be
focusing on whether the incident is afire or flood or whatever but in business
continuity terms the issue is exclusion from the business premises.

The ultimate goa isto build business resilience; to try and ensure that incidents
are less likely to happen but if they do we' re better placed to minimise the impact.




Risk / Recovery - Building Business Resilience
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In building business resilience we must first consider the risk.

Risk / Recovery - Building Business Resilience
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There' s alikelihood of this occurring....




Risk / Recovery - Building Business Resilience

...and there’s an impact if it does...
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There are causes; al risks have causes...
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...and of course there are effects. Thisis a cause and effect model that’'s
been alittle bit differently interpreted from the way you might have seen it
in ASA4360.

This comprises the cycle of risk and recovery so what we're looking at here
isareationship.




If we can prevent the causes occurring we' re going to avoid the risks.

If we contain those causes we minimise the damage that will occur




But ultimately, if an incident occurs, we need to be able to recover from it
and that’ s where were planning for the disaster.

If we put all of that together...




...on the one side we' ve got risk management...

...and on the other we' ve got recovery management. Again | stress here
that I’ m talking about mission critical activities. I’m not talking about risk
management as an entire management process.




Bring all of that together and that’ s a definition of business continuity
management. | hope that makesit alittle clearer as to how risk fits within
business continuity in the context of your mission critical activities. There
has been alot of confusion over that.
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Hierarchy and Coordination of Plans

Business continuity planning then will actually gather up all sorts of plans. | know
that most of you have had disaster recovery plans for some time and some of you
are now building business continuity plans. The question isthen how do these all
fit together? Business continuity planning makes you bring together those plans
and integrate them. Y ou can’'t have for instance an IT disaster recovery plan that
sitsout on itsown. The IT disaster recovery plan exists for one thing and one
thing only, that isto provide the level of IT and communicationsthat is required to
meet the business needs of an organisation; it's not an end in itself, none of these
plansare. Y ou might have a records recovery plan, you might have a security
plan, al of these though need to be integrated together. That’s the chalenge that |
know does confuse and create difficulties for alot of organisations. The issue may
be how you go about doing it but it is absolutely critical that you do it. Y our
emergency management plan is possibly the one that stands more on its own
because it kicks in before any of the other plans but even then it needsto be
integrated. Y ou can't have groups off doing their own thing, you can’t have plans
developed in isolation which don’t acknowledge the existence of other plans. The
BC planning process brings them al together. They are not al together aBC plan;
they are al part of good corporate governance and they are all part of the
management of the continuity of your business. They are al plansin their own
right but you do need to be sure they integrate.
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Incident Response

When we have an incident, the first thing that happensis the emergency
management kicks in because, no matter what your organisation, the first
and primary requirement is safety of people. Usually alittle bit later
emergency services will arrive on the scene. Depending on what the
incident is, control may be taken over by the fire brigade or it might be the
police. If thereisany injury or loss of lifeit will be the police, if not it will
be the fire brigade. They will work very closely with your emergency
management team, indeed they’ re usually the only people they will work
with. The next thing that happensis that the BC command team kicks in.
They' re advised by emergency management and it’s up to that team (which
in this day and age usually takes on the crisis management role) to decide
what kind of disaster they’re going to declare. If you've had afirein your
IT room or lost a server, they're not going to invoke al of the teams.




Leslie Whittet & Associates

L WA

Emergency Procedures

Incident management
BEvacuations
Medical care

Immediate

Fire Wardens and Security

That command team therefore plays an absolutely critical role right through
the incident, particularly in the management of its early stages. In thefirst
few hours, that high level team has critical management of the incident as
well as of all of the teams and the direction of all plans. Teams and plans
are invoked when required. Evacuation and medical care are immediately
invoked as part of emergency procedures. Fire wardens are activated and
security becomes a major issue, clearly one of major concern for cultural
collecting institutions. Building and collection security is critical during
evacuation and afterwards.
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Crisis Management
Corporate issues
Legal
Public Relations
Statutory Authorities
Ongoing

Senior Management

Crisis management, very much aresponsibility of the command team, is an
ongoing role involving senior management. One of the key things which
that team often has to manage in the first fifteen minutes or hour of an
emergency is communication with the media. Typically the media will
arrive on your doorstep within fifteen minutes of a major incident, often
before the emergency services arrive. Once the emergency services arrive
they will take over, particularly if there' s been aloss of life or limb.
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Recovery Procedures

Actions to recover Organisation’s operations
Short/Mediumterm

Recovery teams

Recovery procedures are a short to medium term operation. They don’t get
you back into business but keep you going in that interim period until you
really start to recover.
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Line management

Restoration of normal functions
Ongoing

Functional teams

At this point line management teams take over and you get back your
functional teams; finance, HR and so on.
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Wil Your Plans Work?

If you have not tested your plan you do not have a plan!
Scenarios and simulations help to build capability and
culture
Plans must be constartly reviewed and amended to
reflect changesin:

Structure

Process

Systerms
Infrastructure
etc

Business Continuity is everyone's business

Question; will your plans work?

If you haven't tested your plans you do not have a plan and | would suggest to you
that if they’ re not tested they could be quite dangerous because what you’ ve got
thenisalot of theory that’s a product of sitting around atable. It may have gaping
holesin it that, when confronted by an incident, may lead you entirely up the
wrong path. It' s therefore absolutely critical to test, test and test. The term
“exercise” is preferable to test given that “test” has the connotation that failureis
involved and that heads might roll. That’s not the purpose of it. Thereis never
going to be such athing asa*“correct” plan; you will aways find improvements.
Exercising isthe right approach. Scenarios and simulations are also valuable in
building the desired culture. They are important training exercisesin themselves.
Plans need to be constantly reviewed in light of organisational changes and
developments. For cultural ingtitutions this may be something assimple asa
change of Director which may impact itself as significant changesin business. As
in OH& S, BCredlly iseveryone's business. Put it on your organisations intranet,
onitsinternet site. Be proud of it, show that you' re good corporate citizens and
that you care about the assets your protecting.
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Cautionary Note!

“Plans are nothing, planning is
everything”  ouosemo

“No plan ever sunvives contact with the
enemy’ s

I’ll leave you with these two cautionary thoughts. In the first, Dwight
Eisenhower isreferring to the importance of exercising and scenarios. The
importance of thisis further stressed in von Moltke' s observation. When
you have an emergency, you will still find gaps in your plan, however what
will carry you through is the skill levels and the culture you’ ve developed
in your people through constantly testing and exercising your plans.

Thank you.
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Les Whittet has over 20 years experience as a specialist in Business Continuity and Risk Management, and has gathered valuable
insights into how best to develop and apply fit for purpose BC/DR frameworks. Les spent over 10 years with the Snowy Mountains
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